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Remote User Access
▪ Our Users Travel to Us

▪ Travel from around the country, New Zealand and 
Singapore

▪ Flights are typically 2-4+ hours 

▪ Users stay in our onsite (50-room) Guesthouse

▪ Carbon footprint

▪ Remote Access

▪ Opens up our capabilities to more users

▪ Provides access to users with limited travel budget

▪ Allows hybrid experiments

▪ Reduces carbon footprint



Remote Access is in Production
First hybrid (on-site + remote) user experiment on 17th October 2025



When you don’t know it is remote
23rd October 2025



When you know it is remote 24th October 2025
Griffith Uni in Queensland





MFA for Remote Users



Remote Access Hub

Sessions available 
to the user

Currently open 
session for the 

user to join

Upcoming sessions
for the logged in 

user

Applications
available to the user

Open application in 
either

- Observer mode

- Control mode

Real-time chat 
with other
remote users and 
staff



Remote

Chat

But…



Access Control

▪ Only one user in control at any time

▪ Drop down shows users in session

▪ User that is in control has “screen” icon

▪ Users can request control

▪ User in control can hand over control

▪ Hybrid Experiments

▪ Any hybrid experiment is a remote experiment

▪ Authentication also for on-site users



Remote Access Hub (GUI)

Remote Access Hub (BFF)

Remote Access API Identity API
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MXCuBE Web Gateway

Internet
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Cyber Security Controls

▪ Development based on ASD Controls

▪ API security based on api.gov.au
▪ Authentication for all endpoints

▪ Role Based Access (RBAC) for all endpoints

▪ HMAC signed requests

▪ Essential 8 Framework



Tenable on K8S Tenable namespace

Virtual & Physical
Nodes

MX1, MX2 and MX3



Observability - Logs



Observability - Tracing
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Backup



The workflow
userchange completed data in remote access 

hub available
Pre-fill info from 

Experiment Authorisation Grant Remote Access

Beamline staff triggers
changeover

User can see remote experiment but can’t 
connect yet

samples loaded
hutch searched

Beamline staff
sets up beamline

Beamline staff
allows remote access

access open for users
in remote access hub Open Access

User can connect to beamline software but 
only in observer mode

Beamline staff
grants control to user

single user can
control experiment

Grant Control
Single user can use beamline software to 
control experiment.

All other users are observersBeamline staff
grants control to another user

Beamline staff
removes control

all users are observers Remove Control

remote access 
experiment ends

Beamline staff
closes access

remote access 
experiment begins

Close Access
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